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Introduction

The following is a high-level summary of aggregated key statistics as reported in the Fraud Incident
Tracking Matrix by ICI members for the 2023 calendar year. Where data is available, a year-over-year
(YoY) comparison of 2021, to 2022 and 2023 is provided.

ICI and working group members made significant enhancements to the Quarterly Fraud Incident
Tracking Survey in 2023. These improvements capture and measure new trends in fraudster behavior
and evolving risks in certain account demographics. As a result, select YoY data may require two or
more years of collection before being incorporated.

Summary of Overall Activity Reported
Three hundred and sixty-six (366) incidents of fraud were reported by members in 2023.

These were represented by 331 fraudulent transactions and 35 fraudulent check incidents.
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Type of Fraud Transaction
2023

Q1 Q2 Q3 Q4 YTD TOTAL

® Fraudulent Transaction ® Fraudulent Check

Type Of Fraud Transaction
Year Over Year Comparison
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Summary of Fraudulent Transactions Reported
The following exhibits are based on the 366 fraudulent transactions reported in 2023.

Note:

e  “Not Reported” means that the field was left blank by the ICI member entering the data into the
matrix.

e “N/A” means that the field in the matrix did not apply to the scenario described (e.g., “Did the
fraudster pass internet authentication” would not apply if the fraudster only contacted the fund
complex in writing or via the telephone).

e Please refer to the quarterly fraud matrix reports for additional information marked “other” in
the annual summary.
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Fraud Incidents - Account Type
2023
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Account Type
Year Over Year Comparison
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529/COVERDELL
EMPLOYER SPONSORED RETIREMENT PLAN
ENTITY
INDIVIDUAL
INSTITUTIONAL
IRA/ROTH

JOINT TENANT
RETIREMENT PLAN
TRUST
UGMA/UTMA

N/A

NOT REPORTED

m 2021 w=2022 =2023

Age of Account Owner
2023

——

B Minor (less than 18 years old)

B Majority (19-64 years old)

W Elderly (65 years or older)
Unknown (e.g. pre-CIP)
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Age of Affected Account Owner
Year Over Year Comparison
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New categories for 2023
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Account Owner Known to be Deceased
2023

H Yes

® No

Email Domain Used by Fraudster
2023

0%
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INBOX.COM
MSN.COM
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YAHOO.COM
N/A
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Transactions Involving Medallion Signature Guarantee
(MSG)
2023

M Yes
= No
\
'
Was MSG Determined Fraudulent
2023
HYes

® No
mN/A
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Type of Transaction

2023
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Type of Fraudulent Transaction
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Perpetrator
2023

W Family

M Broker or other Authorized Party

® Third Party

= Unknown

Perpetrator
Year Over Year Comparison
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Detection Mechanism
2023
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INTERNAL CONTROLS
NOTIFIED BY FA/BROKER
NOTIFIED BY SHAREHOLDER

NOTIFIED BY OTHER 3RD PARTY

STAFF IDENTIFIED SUSPICIOUS BEHAVIOR

How Was Fraud Detected
Year Over Year Comparison
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Summary of Activity Taken by Fraudsters

The following statistics, which relate to actions taken by fraudsters are reported as a percentage of
actions taken.

Actions Taken By Fraudster
2023

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

CHANGE PHONE NUMBER

CHANGE EMAIL ADDRESS

CHANGE ADDRESS OF RECORD

CHANGE DOCUMENT DELIVERY METHOD TO EDELIVERY
UPDATED OR CHANGED ONLINE USER NAME/PASSWORD
ADDED OR CHANGED BANK INFORMATION ON FILE

CONTACTED CALL CENTER MULTIPLE TIMES IN SEARCH OF LOOPHOLES
REGISTER FOR ONLINE ACCESS (ACCOUNT DID NOT PREVIOUSLY HAVE
ONLINE ACCESS)

m No mYes
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The YoY comparison are actions taken for years 2021, 2022, and 2023.

Actions Taken By Fraudster
Year Over Year Comparison

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

CHNAGED TELEPHONE NUMBER

CHANGED EMAIL ADDRESS

CHANGED ADDRESS OF RECORD

ADDED/CHANGED BANK INFORMATION
UDATED/CHANGED ONLINE USER CREDENTIALS
CONTACTED CALL CENTER LOOKING FOR LOOPHOLES
ESTABLISHED ONLINE ACCESS
ATTEMPTED A TRANSACTION

SUCCESSFULLY COMPLETED A TRANSACTION

DID NOT TAKE ANY ACTION
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Summary of Fraudulent Checks Reported

The following exhibits are based on the 35 fraudulent checks reported during 2023.

Type of Check Fraud
2023

M Forgery
m Check washing/alteration
m Check kiting

Counterfeit

M Fraudulent MMF check writing draft

Type Of Check Fraud
Year Over Year Comparison
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Check Fraud Detection
2023

H Internal controls

m Notified by FA/broker

m Notified by shareholder
Notified by third-party

B Reverse positive pay

How Was Check Fraud Detected
Year Over Year Comparison
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