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The Institute has filed a letter supporting the Securities and Exchange Commission’s
proposal to develop, implement, and maintain a consolidated audit trail (“CAT”) and a
central repository for the CAT data for the trading of listed equities and options. The letter
specifically supports the goal of the proposal - to aid the Commission and SROs in their
efforts to detect and deter fraudulent and manipulative acts and practices in the
marketplace, as well as efforts to investigate and prepare market reconstructions and
understand causes of unusual market activity. It raises significant concerns, however,
about the confidential treatment of the CAT data, the requirement for real-time reporting,
and the costs of the proposal.

Confidentiality and Use of CAT Data

The letter notes that the proposal would provide each SRO and the Commission with
unlimited access to the CAT data, including customer information, for purposes of
performing their regulatory and oversight responsibilities pursuant to federal securities
laws, rules, and regulations. The letter raises concerns regarding how this information will
be protected; it explains that without confidential treatment, the disclosure or improper use
of customer information could have a detrimental impact on a customer’s financial
condition, its trading activity, and the markets generally. The letter states that the need for
confidential treatment of the information transmitted to the repository extends to staff at
the Commission, the SROs, the SROs’ members, and the repository. To address



confidentiality concerns, the letter makes the following recommendations:

e The Commission should specifically set forth who will have access to the CAT
information, when they may access it, and how they may use it. The letter states that
accesss should be limited to regulators and repository staff.

e The Commission should require that all of the data sent to the proposed repository be
encrypted. In addition to encryption, the Commission should consider a requirement
to mask certain data fields or delay reporting of CAT information to the end of the day.

e The Commission and each SRO should be required to adopt a comprehensive and
robust information security program. As part of such a program, information barriers
should be established within the Commission and SROs to ensure that the CAT data is
used only for regulatory purposes. In addition, there should be an audit trail of the
Commission’s and SROs’ staff access to, and use of, information in the repository to
help monitor compliance with appropriate use of the data.

e The Commission, SROs, and repository should have an express legal duty to notify
immediately each customer whose nonpublic information may have been accessed
inappropriately. To assist the SROs and the proposed repository in quickly identifying
instances of security breaches, the Commission should regularly examine the SROs
and the repository, and consider enforcement actions, for failures to comply with their
stated policies and procedures to ensure the security and confidentiality of all
information submitted to, and maintained by, the repository.

e The Commission should explain how it intends to respond to requests under the
Freedom of Information Act for CAT data within its possession.

Cost of CAT Proposal and Real Time Reporting

The letter questions whether there is a less costly means to achieve a CAT, noting that the
costs of the proposal likely would be passed to customers. To reduce costs, as well as
minimize concerns regarding the confidentiality of CAT data, the letter recommends that
the Commission consider end-of-day reporting. The letter notes that real time reporting
would be extremely expensive and difficult to implement because technology and routing
systems have to be much more robust to capture and relay information as it happens. In
addition, the letter highlights the fact that real time reporting is unnecessary because CAT
data typically would not be used in real time. For example, reviewing patterns of trading
activity would require all of the data for multiple days, and could be accomplished by
analyzing data provided at the end of the day for each of those days. Finally, the letter
states that end-of-day reporting would better balance the costs and burdens of developing
and implementing the CAT proposal but, to accommodate regulatory needs, the
Commission could consider employing real time reporting in limited circumstances to report
certain critical items that present a legitimate need for instant access.

Proposed Definition of “Customer” and Real Time
Reporting

The letter explains that complying with the proposed definition of “customer” for purposes
of reporting under the proposal would not eliminate the operational difficulties associated
with identifying the beneficial owner of the account originating the order and the person
exercising investment discretion for the account originating the order, if different from the
beneficial owner. It would, however, have the likely unintended consequence of limiting the
use of omnibus accounts, routing orders through multiple accounts at multiple clearing



firms, or using “average price accounts” to effect trades that are eventually settled in
multiple customer accounts. To avoid this outcome, the letter recommends that the
Commission adopt end-of-day reporting.

Overlap with Large Trader Reporting Proposal

The letter recommends that the Commission eliminate redundancies between the CAT
proposal and the proposal to create a large trader reporting (“LTR”) system, by adopting
provisions that produce a single source for each data element necessary to produce a
comprehensive CAT. The letter explains that the costs and burdens of the LTR proposal
would be magnified if the Commission also pursued its CAT proposal, and recommends that
the Commission harmonize the regulatory reporting requirements where possible to
eliminate unwarranted costs.
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